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Modern Data Challenge

« Exponential growth of data and data types 90%

= Hybrid landscapes remain & multi-cloud is norm of businesses want to

better leverage data
insights for decision
making

» Operationalize machine learning

« Optimize TCO for varying workloads

Public Source: Forrester - Leverage Multi-model Capabilities To Derive More Value From Your Data, 2020



SAP HANA Cloud

Backbone of Intelligent Data Applications




SAP HANA Cloud
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Power Intelligent Data Applications
with SAP HANA Cloud
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Meeting All Your Data Needs with SAP HANA Cloud

Lo

Power mission-critical applications
and analytics
in one solution

* Deliver transaction and analytics
simultaneously, without data
duplication

* Build and run high-performance
transactional applications

* Perform real-time analytics at
petabyte scale
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Develop intelligent data

applications with embedded
machine learning

* Seamlessly blend multi-model data
to enhance business processes

* Converge relational, graph, spatial,
and document store data

* Manage data more efficiently with
integrated multitier storage

Provide trusted

in-memory performance
for all data needs

*  Process mission-critical data at
proven in-memory speed

* Federate data across systems and
clouds

* Analyze sensitive data while
protecting privacy



SAP HANA Cloud Key Capabilities

Managed Cloud Multi-Tier Database

SUPPORT ALL DATA
Smart multi-model support to natively manage
structured and unstructured data

RUN ALL WORKLOADS
In-memory-first architecture to combine
advanced analytics on live transactional data

CONNECT ALL DATA

Memory-powered virtualization and integration for

real-time performance on trusted data

Public

AGILITY - INNOVATION - EFFICIENCY

DATA AT SCALE

Intelligent data tiering, elastic scalability
and advanced compression for cost-
effective and unlimited scale

DATABASE AS A SERVICE

Managed database services to streamline
operational efforts and provide lowest total
cost of ownership

RELIABILITY BUILT IN

Advanced HA/DR and enterprise-class data
security and privacy



SAP HANA Cloud | The Database Services

Managed Multi-Service Database Solution

Public

SAP HANA Cloud,
SAP HANA database

A powerful in-memory database
system combining OLTP + OLAP
technologies, complemented with a
Multi-Model engine for relational and
document data

SAP HANA Cloud,
data lake

A market-leading analytics data
platform, providing high-performance,
on-demand analytics, supporting
customers with timely, data-driven
insight




SAP HANA Cloud | Advantages over previous generations of SAP HANA
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Integrated Data Lake

cost efficient large scale data
storage and processing engine

Integration into SAP BTP

functional and commercial integration (via
CPEA; PAYG)

Public

A

Data Tiering / Pyramid
multi-tiered architecture to provide
best total cost of ownership

—/>

Developer Experience
cloud-native pro-code/low-code application
development environment
(via SAP BAS and CAP)

OD

Built-In Resiliency

(a)synchronous replication out of the
box, across zones/regions

»

Elastic Cloud Service

dynamically scalable database platform to
handle fluctuating load patterns
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SAP HANA Cloud | SAP HANA vs. SAP HANA Cloud

Benefits of a Managed Cloud Database Solution

Manage users

Manage catalog/content

SAP HANA SAP HANA Cloud
(on-premises)

Application Application

‘ Data Layer | Data Layer

Install DBMS software
Update/patch
Backup, tune

Monitor, restart

SAP HANA

Select OS
Configure OS
Update OS

s

Select, purchase, provision individual machines

and storage

Public

!ar!wa re

Manage users

Manage catalog/content

Provision capacity

Select service options

please refer to the SAP HANA Cloud Operating Model 11



https://help.sap.com/docs/hana-cloud/sap-hana-cloud-administration-guide/operating-model

SAP HANA Cloud

Virtualization & Replication




SAP HANA Cloud | Real-Time Data Virtualization

Federate On-Premise and Cloud Data Sources

Public

SAP HANA Cloud

DATA DELIVERY

(Interfaces)

TRANSFORMATION MODELING

FABRIC
VIRTUAL

REPLICA

TABLE

VIRTUAL
ACCESS
TRUSTED ﬂ
SAP Cloud External Cloud On-premise
Sources Sources Sources

Applications / Data

Delivery

SAP HANA Cloud

Remote Sources

Cloud-based

On-Premises

Extension of SAP HANA SDA Virtual Table
Enhanced Database SQL-Optimization
Online switch federation/caching/replication
Transparent to the consumers

Start dumb, get smart!

Structured
Semi-Structured

Unstructured
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SAP HANA Cloud | Hybrid Landscapes

Optimized and Enhanced Replication

SAP HANA Cloud

SAP HANA Cloud/SAP
HANA On-premise™*
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Any Source
(incl. SAP HANA On-premise)

** SAP HANA SPS05+ with SAP Cloud Connector

= Common replication SQL-Interface combining SDA Remote Table Replication and standard SDI based Replication

= Optimized HANA to HANA replication with Remote Table Replication (Native HANA Engine Feature) using transaction layer logs
= Flexible connectivity options via standard SDI replication supporting any source

= Flexible storage options for table replicas in HANA Cloud (In-memory or Native Storage Extensions)

= Remote Table Replication supported between on-premise SAP HANA SPS05+ and SAP HANA Cloud (via SAP Cloud Connector)

Public




SAP HANA Cloud
Data Pyramid




SAP HANA Cloud | Data Pyramid
Store Data Beyond the Scale of SAP HANA with Low Cost

Frequent Access

Working Memory

Infrequent Access

Persistent Storage

Rare Access

Persistent Storage

Rare Access

Persistent Storage
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SAP HANA
In-Memory

SAP HANA Native

Storage Extension

SAP HANA Cloud
Data Lake Relational Engine

SAP HANA Cloud
Data Lake Files

/
Raw Storage

VOLUME
’ERFORMANCE

PRICE
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SAP HANA Cloud | SAP HANA Native Storage Extension
Capabilities & Benefits

Public

SAP HANA database

Workspace

Column store

Delta store

Main store Buffer Cache
Lot Warm Data
S
Hot data Warm data
(columns) (pages)

IIIIII Data Volume DDE]]D

Persistence

Elastic Buffer Cache

. Loads data page-by-page as required from persistence layer for query
processing

= Buffer Cache is enabled by default in HANA Cloud

. Configurable maximum buffer cache size (default: 10% of SAP HANA
Cloud memory)

= Cache size will increase dynamically (up to max cache size), when
data are loaded

. When max cache size is reached, it will eject pages to disk based on
user access patterns (Improved LRU)

. Smart paging algorithm for small NSE-enabled columns

Warm Data in NSE

. Less frequently accessed tables, partitions, columns or indexes may
be defined as “page loadable”

. NSE will reduce memory footprint for “page loadable” data. Data is
partly in memory, and partly on disk

. Query performance on warm data may be somewhat reduced
compared to hot data.

. Data may be converted between “column loadable” and “page
loadable” supporting all types of HANA compression techniques

. Data in delta store is kept in-memory

17



SAP HANA Cloud | Data Lake
Capabilities & Benefits

Public

SAP HANA Cloud Instance

Col R ’ - ’
olumn/Row Virtual Tables ' Page-loadable
Tables Tables

SAP HANA database

‘ l Data Lake

Relational Engine Container

Read I lWrite Importl l Export

Cloud Provider
Object Storage

Data Lake Files

A managed cloud service for structured, unstructured
and semi-structured data:

= Large data, 10s of TB to PB

= Efficient storage using Cloud Provider services
Large scale analysis of relational data, full SQL support

An integrated part of SAP HANA Cloud

= Provisioning, security mechanisms, tenancy models, and tools
operating within the SAP HANA Cloud

Elastic and separate provisioning of computing and
storage

Scalable to accommodate increases in data volume, in
user count, and the complexity of workloads

18



SAP HANA Cloud | Data Lake

SQL-on-Files Service

Benefits
>  Provides a SQL access directly on structured files stored in data lake files

>  Enables analysis of large data sets without loading into Data Lake Relational
Engine, e.g. for data pre-exploration (result sets are materialized in Data Lake
Files)

>  Low TCO for infrequently accessed data

Features

>  Fully integrated with HANA data lake relational engine (data lake relational
engine must be provisioned)

>  Supports PARQUET, ORC and CSV file formats

> Full SQL syntax over relational engine tables and file tables (read only); join
relational engine tables with one or more file tables

»  Filtering and aggregations performed natively

»  Complex query constructs performed in relational engine

»  Elastic scaling, separate compute and storage (compute metric is based on
amount of data scanned)

Public

SAP HANA Cloud Instance

SAP HANA Database

Data Lake

Data Lake
Relational Engine

SQL-SELECT

SQL-on-Files

Data Lake Files
(Managed Cloud Storage)

19



SAP HANA Cloud

Elasticity & Scalability




Scaling in the Cloud
Performance Classes - Flexible Database Configurations

Challenges Solution: Performance Classes

= Variety of different scenarios running on Hiah M Obtimized t ‘th g of | dat
. igh Memory ptimized to support the processing of large data
SAP HANA Cloud can F)enefl.t from sets that require a lot of memory
different system configurations - —
_ _ Memory Default compute-memory ratio, which is suitable for
= Compute intensive workloads, for (Default) most workloads
instance, cannot take advantage of the - : :
L ) g. Compute Optimized to support compute-intensive workloads
previously very memory intensive
configurations High Optimized to support compute-intensive workloads
_ o Compute that require less memory resources
= Resources being provisioned were at
risk not being utilized and running idle
= Excess capacity increases total cost of Memory Perfonmarie G i Compure erformance Gl

SAP HANA database SAP HANA database

ownership (TCO) and negatively impacts
sustainability of the product

1GB 1GB 1GB 1GB 1GB 1GB 1GB 1GB 1GB
(Memory] ) (Memory, ) (Memory) ) (Memory) ) (Memory) (Memory) (Memory] ) (Memory| ) (Memory)

1GB 1GB 1GB 1
(Memory) (Memory) (Memory) (Memory)
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Scaling in the Cloud
Performance Classes - Flexible Database Configurations

@ Instances

SAP HANA Database Availability SAP HANA Database Advance...
@ General —M8M8 o SAP HANA Database 4 Foneand Replicas 5 {Optional) 6 Data Lake

3. SAP HANA Database

Choose a performance class that will provide an optimal performance-cost Storage:

balance for this instance with its expected workload. Total Estimate (]

901 CU / month

120 GB (120 GB % 1)

Performance Class: * /1 With the current version of SAP HANA Cloud, the storage size cannot

- be decreased after the instance has been created. (i) Based on selected configuration only
. -

High Compute Compute Memory

Maximum Available Data Tiering
Memory — Default compute-memory ratio, which is suitable for most workloads A B 30 GB SAP HANA Database In-memory

- B 120 GB SAP HANA Database Disk
Compute-Memary Ratio:
1:15

Available Memory Range: ~  Details

30 GB — 1800 GB SAP HANA Database (Democlnstance)

Memory:* Total Estimate 900.66 CU

Memory 30GB 503.7CU
o
Compute 2vCPUs 233.6 CU
Storage 120 GB 7117 cu
Storage: * Backup Storage 630 GB 79.05 cU
120 + | GB Replicas o ocu
Connections BTP IP addresses
Cloud Connector Disabled ocu

Compute:
Network Transfer 30 GB 13.14CU

2 vCPUs

The number of vCPUs (compute) is automatically allocated according to the size

of memory of your instance. = Available Performance Classes will vary by the cloud service
providers

= Available memory range will vary by the performance class

(e.g., the maximum memory of the High Compute and

Compute will be smaller)

Create Now Previous m Cancel

Public



SAP HANA Cloud

Multi

-Cloud Architecture




SAP HANA Cloud| Multi-Cloud Architecture

SAP HANA Cloud is vendor independent

/
SAP and Non-SAP Applications
SAP Business Technology Platform
Development Services Operation Services
Data Business Services Platform Services
Center
SAP HANA Cloud
Data & Storage Services
Kubernetes

Public

i Compute 55 Network

Cloud or on-premises
deployment

SAP operation and
maintenance

Multi-cloud



SAP HANA Cloud

Backup & Recovery




SAP HANA Cloud | Backup & Recovery
Backup for SAP HANA Cloud via SLA*

Backup

= SAP HANA Cloud, SAP HANA database

— Full backups once per day, log backups every 15
minutes
o RPO usually 0, max. 15 minutes if redo-log disk broken
o At least 3 full backups reachable

= SAP HANA Cloud, Data Lake

— Relational engine (HDL RE)

o Full Backup once per day (snapshot-based), incremental
backups (snapshot) every 3 hours

— RPO of 3 hours
— Backup can be disabled

— File storage (HDL FS)
o Maintains snapshots for all file data

= Retention period of backups can be up to 215 days

*SLA: Service Level Agreement (SLA Definition)

Public

(about 7 months) for all engines

— SAP HANA database

— Data Lake Relational Engine

— Data Lake Files (7 month planned)

Backups are encrypted and transferred into an object
store via encrypted channels

Co-ordinated backups of SAP HANA database and Data
Lake are not supported

26


https://www.sap.com/germany/about/trust-center/agreements/cloud/cloud-services.html?search=Service+Level+Agreement&sort=latest_desc&pdf-asset=c6a6b115-a37d-0010-87a3-c30de2ffd8ff&page=1

SAP HANA Cloud | Backup & Recovery
Recovery or SAP HANA Cloud via SLA*

SAP HANA Cloud, SAP HANA database

— Recover the database to a specified point in time
within custom defined retention period between
1 and 215 days (about 7 months)

— Customers can initiate a recovery process via SAP
HANA Cloud Central

SAP HANA Cloud, Data Lake (HDL)
— Recover Relational Engine (HDL RE) to the latest data
backup performed after the specified restore time
o Ticket-based restore

— Recover file storage (HDL FS) to any version in from 1
up to 215 days (about 7 months) using REST API

o Self-service

Co-ordinated recoveries of both SAP HANA database and Data Lake are on a best effort basis

Recovery to timestamp nearest to recovery time in both cases

*SLA: Service Level Agreement (SLA Definition)

Public
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https://www.sap.com/germany/about/trust-center/agreements/cloud/cloud-services.html?search=Service+Level+Agreement&sort=latest_desc&pdf-asset=c6a6b115-a37d-0010-87a3-c30de2ffd8ff&page=1

SAP HANA Cloud | Self-Service for Recovery Available via
SAP HANA Cloud Central

Speed up the recovery of your SAP HANA Cloud data platform
through self-service instead of service requests through support
tickets

Self-service recovery for SAP HANA database available via SAP
HANA Cloud Central

A action item called “Start Recovery” is listed
Select a Point in Time in the past via calendar

Time will be displayed in UTC and Local Time

Public
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|

Refresh L &

Storage Compute Memory Actions

30 GB Memory
2 vCPUs *

120 GB Storage

Edit

30 GB Memory

2 vCPUs Add Data Lake
120 GB Storage

2 vCPU Workers (| Copy SQL Endpoint
1TB \

2 vCPU Coordinal

[} Copy Instance ID

30 GB Memory Stop

2 vCPUs

120 GB Storage
Start Recovery
\°)

30 GB Memory Upgrade
2 4@
120 GR Storace

!\ Start Recovery

The SAP HANA database instance hana-rep will be recovered to the selected point in
time.

Be aware that during the recovery the instance will be offline and some actions might
not be available.

Do you want to continue?

Point in Time (UTC):
May 12, 2021 at 13:34:01 PM ©

Local Time:
May 12, 2021 at 09:34:01 AM

Start Recovei Cancel
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SAP HANA Cloud

Availability & Disaster Recovery

High




SAP HANA Cloud | Availability Offering

Standard Offering (One Availability Zone) SAP HANA Cloud

= SLA*: 99.9% uptime Supplement in SAP‘s Trust-

= Automatic Service Restart, Automatic Container Restart, Center with SLA statements,
Near Zero Downtime Upgrade, Backup and Recovery now with 99.99% for Multi-

Zone High Availabilit
High Availability Offering (One Availability Zone) Ign Avallability

= SLA*:99.95% uptime
= SAP HANA based replication
— Autonomous, automatic Failover and re-establishment of synchronous replication

Asynchronous Multi-Zone Replication Offering (Two Availability Zones)

= SAP HANA system based replication
— Zone switch is manual, customer driven due to async (near-sync) character

*SLA: Service Level Agreement (SLA Definition) This is the current state of planning and may be changed by SAP at any time.

For Updates refer to SAP HANA Cloud roadmap 30
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https://uptime.is/99.9
https://uptime.is/99.99
https://www.sap.com/germany/about/trust-center/agreements/cloud/cloud-services.html?search=Service+Level+Agreement&sort=latest_desc&pdf-asset=c6a6b115-a37d-0010-87a3-c30de2ffd8ff&page=1
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?sort=latest_desc&search=Supplement+HANa+Cloud&tag=language:english&pdf-asset=24502f4c-507e-0010-bca6-c68f7e60039b&page=3
https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?sort=latest_desc&search=Supplement+HANa+Cloud&tag=language:english&pdf-asset=24502f4c-507e-0010-bca6-c68f7e60039b&page=3
https://roadmaps.sap.com/board?range=2020Q4-2021Q2&PRODUCT=73554900100800002881#Q4%202020

SAP HANA Cloud | Multi-Zone Replication

Two Availability Zones

Based on SAP HANA System Replication

= Replication of full system with all persistent data between two
availability zones (AZ)

= Asynchronous replication to absorb increased latency due to
distance

= Takeover

— Manual switch via Cloud Central frontend due to asynchronous
replication, initiated by customer

— Pure switch time < 2 minutes
— Connected SAP HANA clients wait during the switch time
— Read transactions continue after switch

— Write transactions roll back, corresponding
running statements fail

— Zone B replica is automatically created with takeover

Ordering Replicas in SAP HANA Cloud Central
= For Disaster Recovery purpose in different AZs
= Combinations with HA (same AZ) is possible

Public
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SAP HANA Cloud

-

SAP HANA Cloud

Availability Zone A
J

.~NA Cloud

B

Replica

Replicas

Number of Replicas:*

SAP HANA Cloud

-

Replica

SAP HANA

Cloud

one B

J

Deploy additional replicas of your SAP HANA database instance to ensure its continuity.

— 2 (Min 0, Max 2)

Choose how you will use your replicas.

Index Replication Mode I:D Availability Zone

1 Synchronous Same zone

2 Asynchronous Different zone

31



SAP HANA Cloud

Administration & Monitoring




SAP HANA Cloud | Monitoring & Administration

Task of a Database Administrator

gg.j Upkeep and
maintenance
SAP HANA Cloud
provides a
comprehensive toolset
to monitor and
administer databases

Public

Optimal
performance

>

Observe resources,
particularly memory,
and analyze workloads

................ Database
............. Administrator
Lifecycle .
management \\\JI Business
1t continuity

Customer is responsible

. SAP is responsible

Management
tasks

o

configure
rs, services, N)
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of SAP HANA

Security
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tabase and
pabilities in
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Diagnosis and
U” resolution

ition to
tools, query
views and
trace files

please refer to the SAP HANA Cloud Operating Model 33



https://help.sap.com/docs/hana-cloud/sap-hana-cloud-administration-guide/operating-model

SAP HANA Cloud Central
Unified tooling experience for SAP HANA Cloud

Challenges

= Ease of Use: Tool breaks interrupt common user flow and o iy -
negatively impact productivity :

aaaaaaa

= Findability: Feature-rich tools have grown over time and
functionalities are sometimes difficult to find f}w

= Complexity: Tooling consisting of multiple applications
created confusion

Benefits

= Simplicity: One harmonized tooling experience based on
SAP HANA Cloud Central I

= Improved User Experience: A more intuitive approach for
managing SAP HANA Cloud landscapes

New Features:
= Performance: Increased speed for individual tasks = Command palette = Global alert overview

resulting in greater productivit .
sihe P Y = Display compute metrics = Usage Monitor

= Display navigation paths = & many more

Public 34



SAP HANA Cloud | Monitoring & Administration

SAP HANA Database Explorer and SAP HANA Cockpit

SAP” SAP HANA Database Explorer

SAP Database Overview ¥ test-hana (DEADMIN) @
i P Choose Authentication [EECeNeAERENE]
-~ ~ + 3 C own Q Monitoring
3
Wl Fiiter Databases Conni 10: test-hana (23c531a5-31a0-4481-87 Last Update: 23 Dec 2020 22:06:31 @
5 Database Stal Database Uses Host Inst:
w [1test-hana (23c591a5-31a0-448 ol ase atabase User ost . instance
0O Running DBADMIN 23c59135-31a0-448f-87dc-f0 prod-us10.hanacl d o
- Catalog General Information Used Memory
# Adapters .,
& Agent Groups o oge: CUSTOM 23¢591a5-31a0-4481-870c-10bdda566419 a
System me: 2020-12-20 04:11:01.126 1
@ Agents _ L {~H#
i Most Recently Star diserver . ]
Column Views 2020-12-20 04:11:13.510 S8
9 Cubes Hosts: 1 Services Alerts Memory Usage CPU Usage
¥ Functions . i
w Version:  4.00.000.00.1602165697 W curent © Peak  Allocation Limit
4 Graph Workspaces taieez0z0 36)
a
1 Resident Memon
indexes Rur N s EETTEE st wemons |
ndexes Bulld Time: 2020-10-08 16:14:01 O Running All services are running alen
Resident Memory
DBADMIN ©
Al finitic
h Folde a 23c591a5-31a0-448f-87de-f0bddas 6819 Manage 5 lert Definitons I
ch Folders Q
Catalog.
Tmes Disk Usage SOL Statements
W Memory Allocated for HANA select PS.CONNECTION_ID AS “Connection ID.
Total 2,02 GB/119.94 GB ams Monitor Performance
Memory Allocated for Non-HANA Processes Physical Memory [}
SELECT COUNT() FROM (SELECT * FROM (S...
Data 119GB
Disk Usage CPU Usage Log 410.59 M8
) Trace 40.57 MB
N N ~ ® select HOST, sum(LAST_CPU_USAGE_RATIO).
23c59145- 31a0-4481-87dc-{0bddasE8d19 23¢59145-31.a0- 448f-870¢ f0bddas68df0
Monitor Performance _ Analyze Workloads i

SAP HANA Database Explorer

= Execute SQL statements

SAP HANA Cockpit

= Monitor services, admission control, sessions, threads, and

= Browse the database catalog memory, CPU, and disk usage

= Administer alerts, workload classes, backups,
recommendations, SAP HANA smart data integration, and SAP
HANA smart data access

= Import and export data

= Examine trace log files

= Manage users and roles, data encryption, auditing, and
anonymization views
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SAP HANA Cloud

Database & Application Development




SAP HANA Cloud Development Tooling

Focus on developer centricity

©-¢1® | ow/No Code Graphical Modeling

O,
p Work graphically
® . . . .
No Code / Low Code Environment with hightest convenience level
Graphical Workflow, Business Process, Ul, Domain Modelling, Configuration, Extension

High-Level Coding
Development Libraries, Data Modeling and Development Environments
Use Market Leading Tools where possible and SAP tools where we can add

value (CAP, UI5, Fiori Elements, ABAP, ...).

Flexible & Full-Control Development

The Cloud-Native Foundation
Access to hybrid cloud enabled services with full control over service operations
and process execution (incl. Native Functions, Infrastructure Services, Low-Level Execution)

Through the Eyes of Developers
Different Tasks require Different Capabilities

37
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Low Code / No Code Application Development
for SAP HANA Cloud via SAP Build and SAP Business Application Studio

Public

Simplified view of the IDE

Powerful web-based IDE fitted to developer’s
needs, providing a low barrier to entry and allowing
for a rapid start of development

Visual tools for E2E App development

Low-code development experience enables the
creation of enterprise ready applications, from data
modelling and service consumption, to user
interface design and creation

No Code to Pro Code

Benefit from the powerful SAP Business Application
Studio and pivot from no-code to

pro-code usage of the environment with growing
expertise

SAP Business Application Studio

Dev Spaces

Create and manage your development environment accerding to the type of applications you want to develop.
You can add extensions and tools to further enhance your development options.

DemoSpace

ol

Full-Stack Application Using Productivity
Tools

SAPMobileApp

SAP Mobile Application

S
&)

r"-r Fiori
(D( SAP Fiori
FullStack

fil

Full-Stack Application Using Productivity
Tools

RUNNING

STOPPED

STOPPED

RUNNING

Created On
31/05/2023 13:05

Created On
30/05/2023 14:20

Created On
30/05/2023 14:20

Created On
30/05/2023 14:19

D
ws-xpvph

D
ws-2cgnh

D
ws-4rrcw

D
ws-cfprg

Disk Usage

19.5MB /9.7
CGB

Disk Usage

Currently
unavailable

Disk Usage

Currently
unavailable

Disk Usage
3235 MB/
9.7 6B

1

Create Dev Space

®
o

®

L

@

X

74

L

74

L

@

©
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SAP HANA Cloud

Security




SAP HANA Cloud | Security Concept

Shared Responsibility to Maintain a Maximum of Security

Customer

Controls data access security

SAP HANA Cloud

Application

Data

} SAP HANA Cloud {

= User management & authentication
= Authorization

= Masking

= Anonymization

= Auditing

SAP

Manages the system and
infrastructure security hardening and

secure operations

Public

Managed Service

= Secure operations
= Encryption

= System auditing

please refer to the SAP HANA Cloud Operating Model
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https://help.sap.com/docs/hana-cloud/sap-hana-cloud-administration-guide/operating-model

SAP HANA Cloud | Security Framework

A Holistic Approach to Secure Data Management

Authorization  —mmmmmmmmmmm s s s --- Auditing

Role management framework Security logging and analysis for all system events, with

Best practice guide for role building customizable policies

Privileges for all user types Log read and write access to critical data

Row-level access control Firefighter logging

Integrated application authorizations Audit retention policies, audit policy wizard*

Authorization troubleshooting

Encryption -----------mmmmmmmmmmmooooooo oo

At rest and in motion Dynamic data masking

Backup encryption For tables and views

Application encryption Custom mask expressions

Key management
Column encryption

FIPS-certified crypto library

Best practice guide for TLS/SSL setup Anonymlzatlon

Real-time data anonymization

] k-anonymity (incl. | diversity), differential privacy

Authentication & User Management Custom definition of anonymization views (calculation and
SQL views)

User and identity management Fully integrated with authorization framework

GRC and IDM integration Reporting

Single sign-on (Kerberos, SAML, ...) Data anonymization KPIs

LDAP integration

Public Password policies per user group e



SAP HANA Cloud

Migration




SAP HANA Cloud | Migration Self-Services

Move easily into the cloud

Migration Self-Service

= Guided experience from
planning over preparation and
execution to validation

= In-depth Migration Pre-check
ensures maximum of
compatibility

= Provides Secure Connectivity to
on-premise SAP HANA systems
via SAP Cloud Connector

Public

= SAPHANACloud Central SAP

@ Instances

- Migrations X
[3] Migrations
Migrate SAP HANA to SAP HANA Cloud, HANA Database
Organization Space*
Search Q | migration-demo
Status Name Source Target

No migrations were

detected for the selected organization a

nd

space

2 C © @ A @ =
crnteMIgratlon
Category
v All Operable Migrations ~
Process ID Started

Migration Pre-Check via SAP HANA Cloud Self-Service Migration Tool
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SAP HANA Cloud Migration Self-Services

Move easily into the cloud

/

SAP Business Technology Platform, SAP HANA Service on Cloud Foundry
(AWS, Azure, Alibaba Cloud)

.

SAP Business Technology Platform, SAP HANA Service on Neo

A

SAP HANA 2.0 Platform

Support for data migration

SAP Help documentation: SAP HANA Cloud migration guide

Public

SAP HANA Cloud Migration
Service

Migration Self-Service

Pre-migration checker

Catalog Object

SAP HANA Cloud

Data Migration
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https://help.sap.com/docs/HANA_CLOUD/3c53bc7b58934a9795b6dd8c7e28cf05/3101cb652bb74739a3e39593ea969bc5.html

SAP HANA Cloud

Scenarios & Use Cases




SAP HANA Cloud | Scenarios

qP

i

fi
A

Public

Accelerate to the cloud
VIA HYBRID DEPLOYMENT

Centrally store and manage
data

VIA DATA LAKE

Simple access layer to
all your data

VIA VIRTUALIZATION

General-purpose DB

VIA TRANSACTIONS AND ANALYTICS
DATABASE

Extend on premise SAP HANA landscape to the cloud with expanded
capacity to begin your cloud journey.

Manage all your data in a single solution that combines in-memory
performance with a large scale queryable data lake.

Advanced virtualization capabilities combined with flexible data storage
and process options provide you with a single gateway to all enterprise
data.

Streamline application development with a DBaaS that combines both
OLTP and OLAP capabilities.
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SAP HANA Cloud

Roadmap and Strategy




SAP HANA Cloud Strategic Pillars and Direction

A/

===

Power SAP, Custom & Price-Performance Multi-Dimensional Elastic
Partner Applications : and TCO Optimizations Scalability
Automation Hybrid / Cloud Deployment
f Seamless Migrations Flexibility

_____EMBED ] EXTEND SCALE



SAP HANA Cloud Strategic Investment Areas

2\
Price /

Performance

Performance
Classes

Cost Governance
and Prediction

ARM-based
processor support

Public

<—
—/>

Application
Development

No Code /
Low Code

Guided
Experience

Enhanced
Tooling

¥

Multi-Model
Data Processing

Integration of External
Object Storage

Graph Processing on
JSON Documents

Spatial Functions in
Graph Script

11
101
101

Ol

0l1
Advanced
Analytics

AutoML
Capabilities

Knowledge
Graph

Multi-
Dimensional
Accelerator

T

Seamless
Migration

Self-Service
Tooling

Guided
Migration

Hybrid Scenario
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Cost Governance and Prediction
Cost Monitor for SAP HANA Cloud

Monitoring & Controlling

Observe and steer spending based on
resource consumption, via real-time usage
information

Spend Prediction

Accurately estimate DBMS resources
spending based on historical data collected
and current usage actuals

Governance & Optimization

Simplified cost allocation and optimization
supported by a fine granular representation
and system-generated recommendations

Public

¢ SAP @ Instances / ganymede-hana -~

ganymede-hana
SAP HANA Database

Manage Configuration [IRe e E:le =T el S I e

Status Total Capacity Units Version: 2021.08 [({:RCReEIG) Availability Zone: useast2-1
o Running 11,840 CU / month Database User: DBADMIN Replicas: 2 replicas
Associated Data Lake: ganymede-dl Scale-out: 1 node
Overview Services Connections Configuration Plugins Version
Memory Compute Consumption
Estimate
Last 6 hours 95.74GB Last 6 hours 125 % 8 . 84 K 10,03K
Yesterday 45.29 GB Yesterday 32% As of today (CU)
Last week Not available Last week Not available
uk
Total 93.20 GB / 256.00 GB 000 o o
o"‘\mua K
B Used Buffer Cache (9.6 GE) . 9K /
W Used Memory (67.2 GB) o BeaK

W Peak Used Memory (95.74 GB)

Memory Allocation Limit (120 GB)

Storage

Last 6 hours 349.75GB
Yesterday 320.23 GB
Last week Not available
Total Used 251.24 GB / 640.00 GB
|

Dats  e— 217.71GB
Log e 12.38 GB
Trace mm— 19.74 GB

0%
2PM 3PM

-e- Used Compute

Network Data Transfer

Last 6 hours (Egress) 3,406 GB
Yesterday (Egress) 2,941 GB
Last week (Egress) Not available
2PM 3PM

7.68
Dec, 2022 Jan, 2023 Feb  Mar
—e= Actual @0 Estimate

SQL Statements

Active Statements
SQL Plan Cache 15

Expensive Statements

Sessions

Running

Blocked

92

12

Total Backup Size: 12.43 MB
Recoverable 14 Days:
Backup Retention Time: 15 days

User & Authorization Management
Users / User Group
Roles / Role Groups

Certificate Collections / Certificate /
Public Keys

Privileges

Missing Privileges

Data Replication

s
Ow =

S
= r
.

You have not created
any replication tasks yet

Replicate tables and other database objects
to SAP HANA Cloud in real time

Create Replication Task

Table Distribution & Partition

Cost Monitor for SAP HANA Cloud Central
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SAP HANA Cloud

Summary




SAP HANA Cloud | Overview

5AP Analytics AP Busines Custom & Third party The foundation for the SAP Business Technology Platform

Cloud o DR Applications Applications . . .
= SAP HANA Cloud brings the simplicity, power, and performance of SAP HANA to

@ @ . the cloud
i — = Open to all applications — SAP Analytics Cloud, SAP Data Warehouse Cloud,

custom, and third-party ISV solutions

' Simple and Complete Data Management in the Cloud
SAP HANA Cloud

= Cloud Experience — A fully-managed, multi-cloud, scalable, flexible, and
consumption-based cloud experience

Multi-Model = Scalable — Different storage tiers such as in-memory, disk, and relational data lake
u. 1-\loce SAP HANA Database options to store large amounts of data

Slaitl] In-Memory L. . . . .

Graph . ; = Reduce Data Duplication — Virtual interactive access layer across different data

Native Storage Extension . !

Document Store sources, regardless of whether they are on-premise or in the cloud

Advanced Analytics = Reduce Complexity — High-performing and scalable OLAP & OLTP capabilities with

Machine Learning Data Lake

multi-model support on any datastore
Information Modeling

Relational | Files ':'
Predictive Analysis L
= Accelerate the Journey to the Cloud
- . . ©
Virtual Access Replication s = Move or extend existing on-premise workloads into the cloud, providing support
A A Elastic | A with cloud-based database tooling
: . Scale . . .
TRUSTED m : : m TRUSTED = End-to-End View — Visualize your entire data landscape, whether on-premise or in
v v the cloud by connecting to the ever-growing number of source systems
SAP Applications Non-SAP Applications Data Stores Devices/loT
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SAP HANA Cloud | Summary

Database service of the future

Public

. is a new cloud-native database-as-a-service product managed by SAP.

. is designed for using cloud qualities like low TCO, elasticity, serverless principles, high availability,

resilience and autonomous behavior.

. is a public multi-cloud offering provided by the SAP Business Technology Platform in various regions

and data centers.

. offers multiple database services including the well-known HANA in-memory database as well as a

data lake (relational & files)

. provides a unified SQL access with unique federation and replication capabilities to any data source.
. is able to use seamlessly different built-in storage options for cost-efficiency.

. adds power and storage on demand to your existing on-premises systems.

53



SAP HANA Cloud | Benefits

Individual, Flexible, Future Proof

Public

DBaaS$ Solution tailored to
serve your individual
scenarios via multiple
storage and federation
options

Flexible managed cloud
service reduces operations,
security, maintenance
efforts and ultimately
optimizes TCO

77

Future proof database
product providing cloud-
native qualities and
functionalities incl.
scalability and
connectivity
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SAP HANA Cloud | Solution Capabilities

Public

Capability SAP HANA Cloud

Instance Sizes

30 GB — 5.6 TB (in-memory)
1 TB — PB scale (data lake)

Cloud Service Providers

Amazon Web Services, Microsoft Azure, Alibaba Cloud, Google Cloud Platform

Query Interface/Languages

SQL / SQL Script

System Design / Problem Domain

OLTP, OLAP

Data Tiering / Data Stores

SAP HANA In-Memory Store, Native Storage Extension (NSE), Data Lake Relational Engine, Data
Lake Files, Cloud Object stores (via Data Lake)

Administration & Monitoring

SAP HANA Cloud Central, SAP HANA Cockpit, SAP HANA Database Explorer

High Availability

99,9% standard availability; 99,99% high-availability option (via synchronous multi-zone replication)

Disaster Recovery

via asynchronous multi-zone replication

Multi Tenancy

HDI schema separation; instance-based tenant separation

Smart Multi-Model Engine

Predictive/ML, Spatial, Graph, Text Search, JSON Document Store

Unstructured Data Processing

JSON Document Store; Data lake file storage

Predictive Capabilities

HANA Predictive Analytics Library (PAL), HANA Automated Predictive Library (APL), HANA Python
Client API for Machine Learning

Data Integration

SAP SLT/DS, SDI, SDA, SDQ/DQM

last update: 17t August 2023

For more current information,
please refer

SAP HANA Cloud Roadmap

Data Privacy Features

Data Anonymization, SAP Data Custodian

Application Development

SAP Business Application Studio, SAP Cloud Application Programming (CAP)

Application Runtime Environment

SAP Business Technology Platform - Cloud Foundry, Kyma

(*): currently under
development
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https://roadmaps.sap.com/board?PRODUCT=73554900100800002881

Start now with a free tier or trial!

SAP HANA Cloud is available for free tier or trial.

Enable JWT SSO  SQL Conscle

Get a first impression via our
free 30-day Guided Experience

Jump start into SAP HANA Cloud

SAP HANA Cloud is SAP's offering for a new
@age. Connect tables and other database oms

objects to the cloud.

via our tutorial mission ,

Replication Service
Monitor performance

Data Encryption _
Maonitor table usage

reate Replication
Open blocked transactions

Data Volume Encryption
Root key changed on

Stay up-to-date with our
SAP HANA Cloud Events

Public


https://www.sap.com/registration/trial.28daa958-b168-46ab-9818-cf9da9ac0222.html
https://developers.sap.com/mission.hana-cloud-database-get-started.html
https://www.sap.com/germany/products/hana/events.html?sort=events_upcoming&tab=live-events
https://www.sap.com/cmp/td/sap-hana-cloud-trial.html

Find out more about SAP HANA Cloud

Learn about SAP HANA Cloud

Check out the sap.com/hanacloud website, which has valuable
resources for fast-tracking your knowledge of SAP HANA and a rich
support section designed to help you get the highest quality answers
quickly and easily from SAP experts

=] Read our blogs
communitv.sap.com

R Get started for Free

sap.com/hanacloud

Customer stories
sap.com/hanacloud

Roadmap
roadmaps.sap.com

Public

Get involved in the discussion

Engage with community experts on the SAP Community program
to accelerate the development of SAP HANA Cloud powered
solutions

Influence the future
influence.sap.com

Stay current
youtube.com/SAPTechnology/SAPHANACIoud

#whatsnewinsaphanacloud

, Spread the word
https://twitter.com/sapBTP

SAP is here to help.

Contact your local SAP representative

sap.com/corporate/en/company/office-locations.html
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https://www.sap.com/products/hana/cloud.html
https://blogs.sap.com/tags/73554900100800002881/
https://www.sap.com/corporate/en/company/office-locations.html
https://twitter.com/sapbtp
https://roadmaps.sap.com/board?PRODUCT=73554900100800002881&range=CURRENT-LAST#Q2%202020
https://www.sap.com/products/technology-platform/hana/get-started.html?sort=latest_desc&tab=product-demos
https://www.sap.com/products/hana.html#customers
https://influence.sap.com/sap/ino/#/campaign/2682
https://www.youtube.com/playlist?list=PLWV533hWWvDm-wgDJUTFE12xgSTfoZ-R1
https://blogs.sap.com/tag/whatsnewinsaphanacloud/

SAP Partner.

Thank you.

Contact information:

Website: www.taibashsolutions.com

Email : info@taibashsolutions.com

WhatsApp : +233266247623

Twitter : https://twitter.com/TaibashSoln

LinkedIn : https://www.linkedin.com/in/taibash-solutions-864124259
Facebook : https://web.facebook.com/TAIBASHSOLUTIONS

; Taibash SAP4

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.
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